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Purpose

Explains the steps that give, change and remove access when people join, move or leave.

Scope

Every employee and contractor.

Steps

1. The manager opens an access ticket naming the person, the role and the systems needed.
2. The system owner approves or declines in the ticket.

3.IT creates the account from the role template and checks two-step sign-in works.

4.0n arole change the manager opens a new ticket; access from the old role is removed.

5. 0n the last day IT disables every account, collects devices and records it in the ticket.

Ownership and review

Owner: Priya Venkataram (Head of Security). Reviewed every 12 months.
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